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1. Unlwd Certifacate filgvinnnssnm

Home Share View
£ cut ’ L 4 x E@ M [{jﬂm item = [ ig Open - HH Setectanl
_ @5 Copy path b < £ Easy access ~ l [2 Edit 55 Select none
Copy Paste Move Copy  Delete Rename New Properties . o .
[3] Paste shortcut 15~ 1o - v folder v ‘€ History 5 Invert selection
Clipboard Organize New Open Select
1 L » Certificate
S Favorites Name Date modified Type Size
Bl Desktop |5§ PERSON099_446140uid3610500019460_07...  5/21/2014 12:34PM  Personal Informati... 5KB
8 Downloads
L Recent places
4 Libraries
E‘I Documents

2. anthuvhnseanii Certificate File
2.1 uanIni1ae Certificate Import Wizard
2.2 \@en Current User
2.3 adnyy “Next”

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to 3 certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network:
connections, A certificate store is the system area where certificates are kept.

Store Location

() Local Machine

To continue, dick Next.

Next || Cancel
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3. Aanyu Next

File to Import
Specify the fille you want to impart,

File name:
\Certificate \PERSON029_4461400id3610500019460 0734732.pfx | | B

Mote: More than one certificate can be stored in a single file in the following formats:
Persanal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\PTE)
Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

|| Mext ||| Cancel

4. winae Certificate Import Wizard
4.1 dmves Password Tvinasld Password filduwdeuriu Certificate File
4.2 @ures Import options ¥11n151den “Enable strong private key protection. You will be prompted
every time the private key is used by an application if you enable this option.” Junsiden e
Ueatulailiiypraduiinds private key
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4.3 manUy “Next”

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ isplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indlude all extended properties.

Learn more about protecting private kevs

5. pant@aen “Automatically select the certificate store based on the type of certificate”
5.1 adnyy “Next”

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

| (@) Automatically select the certificate store based on the type of certificate

(_)Place all certificates in the following store

Certificate store!

Browse,, .

Learn more about certificate stores
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6. TUSWNSULANINTNDD S18aLLDenUaY Certificate NAYINN1SARGT

6.1 aanyu “Finish”

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish.

You have spedfied the following settings:

Lo e o - e el Automatically determined by the wizard

Content PFx

File Name C:\Users'kratai\DesktopCertificate \PERSONOZS_446 140uid

[ Finish ||| Cancel

7. TUSUNTULEAINTNT0 Importing a new private exchange key

7.1 .adnUu “Set Security Level..” ivevinisaamaudasnsie

An application is creating a Protected item.
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8. %138 Choose a Security Level
8.1 panLden “High”
8.2 AdnUY “Next”

Choose a security level appropriate for this tem.

(® High
Request my permission with a password when this
tem is to be used.

() Medium

Request my permission when this item is to be used.

9. w198 Create a Password 1Jun136sAn “Password” dnasaitetesiunisidniis Private key Tunisldsuus
arAT
9.1 Td Password 7194013591 Laz¥i1n1s Confirm Password 8nAs

9.2 aanyu “Finish”

Create a password to protect this item.

Create a new password for this tem.
Passwordfor: | CyptoAPI Private Key

Password: Ly
Confim: [;..o.n..

. e

93HU1.00, Tuil 20 Wy 2557 i 5



- TASINISWRILISZUU RDC Online

a2
DA

b4
[

flannsAnng Certificate

ed.

10. %1138 Importing a new private exchange key
10.1A8NYYN “OK”

An application is creating a Protected item.

11. wihouanstona The import was successful. iunsauganisiinssCertificate File
11.1manUy “OK”

o The import was successful,
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@anControl Panel

A p pS Results for “control”

& VAIO Control
= | Center

E- Control Panel
o=

m Default Programs

“= VAIO Gesture
Control

Search

Apps

e

Settings

Bing
Dictionary

Encyclopaedia Britannica

2. 1@en Internet Options
(5] All Control Panel ltems
1+ B3 » Control Panel » All Control Panel ltems + v G Search Cont
Adjust your computer's settings View by:  Sm
¥* Action Center B3 Add features to Windows 8 [ Administrative Tools
i:ﬁ AutoPlay Ed Color Management [E Credential Manager
5 Date and Time [85] Default Programs a=¢ Device Manager
#% Devices and Printers “ Display =l Dolby Horne Theater
@' Ease of Access Center rg Family Safety 5 File History
Flash Player (32-bit) I Folder Options A Fonts
n& HomeGroup &= Indexing Options E Intel® PROSet/Wireless Tools
|h Internet Options 5| Java &2 Keyboard

€% Language [ Location Settings W Mail (32-bit)
F Mouse :&: Metwork and Sharing Center L Notification Area lcons

3. %199 Internet Properties
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3.1 Aanwaen “Content”

3.2 manwdan “Certificates”

| General | Security I Pn'vacyl Content | Connections I Programs | Aduanced|

Family Safety

&-' Control the Internet content that can Family Safety

be viewed,

Certificates

Use certificates for encrypted connections and identification.

| Clear s5Lstate || Certificates || Publishers

AutoComplete

ﬁ AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

@5\ content from websites that can be
read in Internet Explorer and other
programs.

Apply

4. wiee Certificates Tuntinasazuanslimdu Certificate Alevinisansalunda daludiags lavinnisings

Certificate 289119817 W3AN

Intended purpose: | <All> ] |

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | *

Issued To Issued By Expiratio...  Friendly Name

[5/BPM Manager TOTCA 8/20/2014  <Mone>

ol uisata Wadl tanvi... RDC Online CA Test UID=3100501355652, 1.
ﬁ WA WETA1 WYin... RDC Online CA Test 5/20{2015 UID=351050001%94a0, 1.
o/uom1: A515saL 15w RDC Online CA Test 3/10/2015  UID=3330301045579, 1.
@mmﬂ Aa s Aadk.. RDC Online CA Test 3102015  UID=1309900392333,1.

Import.. || Bxport.. | | Remove

Certificate intended purposes
<All>

Learn more about certificates
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\Junstheen Certificate File Aldvinnshndsliudaiiiotieanuigseasidenves Certificate File
1. @anControl Panel

Search

A p p S Results for “control” s

control|
# \AIO Control
= | Center

Apps
Control Panel

Settings
Default Programs

VAIO Gesture
Control

Bing

m, Dictionary

Encyclopaedia Britannica

2. 1@9n Internet Options

5= All Control Panel ltems
1+ B3 » Control Panel + All Control Panel ltems + v & earch Cont

Adjust your computer's settings View by:  Sm
P Action Center B3 Add features to Windows 8 [ Administrative Tools

i:ﬁ AutoPlay Ed Color Management [E Credential Manager

 Date and Time :l_{, Default Programs a=q Device Manager

&3 Devices and Printers = Display 4 Dolby Home Theater

@' Ease of Access Center rg Family Safety 5 File History

Flash Player (32-bit) I Folder Options A Fonts

¥ HomeGroup ¢ Indexing Options E Intel® PROSet/Wireless Tools
| h, Internet Options | £ Java &2 Keyboard

&% Language [ Location Settings W Mail (32-bit)

F Mouse :&: Metwork and Sharing Center L Notification Area lcons
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3. %1199 Internet Properties
3.1 panden “Content”

3.2 panwaen “Certificates”

| General | Security | Pn'\racyl Content | Connections I Programs. I Ad\rancedl

Family Safety

&: Control the Internet content that can Family Safety

be viewed,

Certificates
Use certificates for encrypted connections and identification,

| Clear ssLstate || Certificates || Publishers

AutoComplete

= AutoComplete stores previous entries
on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
m

content from websites that can be
read in Internet Explorer and other
programs,

ok || cancel

4. w190 Certificates

1%

4.1 mdniden Certificate File fidsnis Export Certificate File

4.2 pandu “Export...”

Intended purpase: |<Aﬂ> v|

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Name

[5:1BPM Manager TOT CA 8/20/2014  <MNonex

ol wraana WAl wanwd.,. RDC Online CA Test UID=31005013556562, 1.
ﬁ U411 ¥%T6T Win... RDC Online CA Test j2015  UID=3510500019460,1.
alwrana #5550 1587 RDC Online CA Test 3f10/2015  UID=3330301045579,1.
[Silurasa qams Aasn.. RDC Online CA Test 3f10/2015  UID=1309900392333,1.

mport... || Export.. ||| Remove

Certificate intended purposes
<Al

[ vew |
Learn more about certificates
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5. manUu “Next”

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from & certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

| MNext || Cancel

6. manaen “No, do not export the private key” Bdenuiaduns Export Certificate File fifue public key
i

6.1 aanUu “Next”

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() 'fes, export the private key

| (@) Mo, do not export the private key

Mote: The assodated private key is marked as not exportable. Only the certificate
can be exported,

Learn more about exporting private kevs
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7. @@Anwaen “Base-64. Encoded X.509 (.CER)

7.1 AanUu “Next”

Export File Format

Certificates can be exported in a variety of file formats.

Select the format you want to use:
(") DER encoded binary %.50% {.CER)

[® Base-64 encoded .50 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

[Tl include all certificates in the certification path if possible
() Personal Information Exchange - PKCS #12 (PFX)

[l tndude all certificates in the certification path if possible

[ pelete the private key if the exportis successful

[ Export all extended properties

" Microsoft Serialized Certificate Store (,55T)

Learn more about certificate file formats

panlu “Browse” wievinsidendieglilwaiiviinns Export Tnazihldiiuliile
8.1 \levinsidenitegaslnaldudy iadnUu “Next” e

File to Export
Spedfy the name of the file you want to export

File name:

| | C:\Users\kratai\Desktop\Certificate \Certificate_test..cer

9353100, Yufl 20 wwney 2557
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9. niveuanIvazidenveslianlaviinig Export

9.1 Aanyu “Finish”

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedified the following settings:
C:\Users\kratai\Desktop\Certificate\C
No

Include all certificates in the certification path No

File Format Base64 Encoded X.509 (*.cer)

10. niN0LARIUBAIN “The export was successful.”

10.1manYN “OK”

The export was successful.
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Home Share View

s ] % cut ‘# L x E:ﬁ V1 B New item ~ g Open - FH selectan

[ Copy path # FEasy access ~ :3’ Edit 5o Select none
Copy Paste Move Copy  Delete Rename  New Properties . on :
[2] Paste shortcut to~ to - - folder - $ History & Invert selection
Clipboard Organize New Open Select
1T L » Certificate
-
¥ Favorites Name Date modified Type Size
Bl Desktop I 5 Certificate_test.cer 5/24/2014 11:43PM  Security Certificate 2KB
& Downloads {3} PERSON099_446140uid3610500019460_07...  5/21/2014 1234 PM  Personal Informati... 5KB

.| Recent places

4 Libraries
@ Documents
o) Music

12. \Hedinannsgieavidenves Certificate File Tindnidanlvdfifesnis Wsunsuazyimsuanssgasidenli
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Issued to: wyean vivde Wivindsssu

Issued by: RDC Online CA Test

Valid from 5/21/2014 to 5/20/2015
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